2747 Ministry of Health
JJi{{ and Family Welfare

‘i’@'\%' Government of India

WV Ministry of External Affairs

% Government of India

oide, abional
Eealbh :
uthority

i
° S

Addressing Societal Challenges at Scale
Using Digital Public Goods and Infrastructure

@

\g GLOBAL GONGLAVE India Stack and Co-WIN

b
Winning Over Covid

ChiefArchitect Aadhaar &India Stack
Dr. Pramod K. Varma CTO EkStepFoundation, Co-FounderBeckn.org
r y | d @
i \

Y @pramodkvarma .

i

wwwwwwwww



India is large and diverse

1.3 Biiion people

22 languages

<5 % income tax payers

1 Bhttion mobite users
HOO Miuion smartphones
600 Minion internet users
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PRODUCTS, SERVICES, & CAPITAL




Cost of acquisition
(KYC, compliance)

Servicing Cost

Cost of engagement
(transactions and compliance)

Cost of trust
(data and credentials)

Enabling
ACCESS,
AFFORDABILITY,
& AGENCY

at scale
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Diversion and leakage




India would have taken 46 years to achieve
financial inclusion
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But India only took b6 years!!!
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India now runs the world's largest
direct cash transfer program

>$35 B 430"' schemes

now directly being sent to bank
account of the beneficiary

Savings to the tune of 547 Million

several Billion Unique Aadhaar holders have linked
as per Govt estimates their bank accounts



This acceleration was due to 3 things

Political

Will

World's largest benefits
transfer, financial
inclusion and digital
India programs

Proactive
Govt and
Regulators

Innovation friendly regulators
and Govt departments
supporting ecosystem and
market making

India’'s

Digital Infra

A set of foundational
digital public
infrastructure and
digital public goods



India took a nonlinear path
in the last decade

Public Digital Infrastructure

as a means to build
decentralized, interoperable, building blocks
to unleash inclusive innovation
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Identity Infrastructure

\

Bt

Aadhaar, PAN,
GSTN

8=

1.27 Bn

Aadhaar IDs issued

—
(&1

647 M

Aadhaar enabled accounts

1in 25 had ID in 2008
$1per D, 1Bnin <7 years

J
47 Bn

Aadhaar authentications

PMJDY: Bank account for all
No frill savings account

Inclusive, multi-channel
About 1 Bn a month

&
8.9 Bn

e-KYC transactions

Paperless and instant
Used beyond banking

1"



Data & Credentialing Infrastructure

DEPA, Digilocker,
AA, PHR, DIVOC

Aadhaar, PAN,
GSTN

_—
e
g

&

%ﬁ

4.2 Bn

Verifiable Docs/Creds

&
62 Mn

Digital Locker Users

School certificates, Driver
Licenses, etc

Digilocker users

400+

Fintech Startups

=
300 Mn

Vaccine Credentials

Thriving innovation ecosystem

Verifiable, inclusive,
multi-lingual certificates
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Transaction/Engagement Infrastructure

’ eSign, APB, AEPS,
UPI, OCEN, UHI,

== Co-WIN, DIKSHA, ...
Il
|

‘ DEPA, Digilocker,

AA, PHR, DIVOC

Y

Aadhaar, PAN,

% GSTN

=

$32.4 Bn

Direct Benefit Transfer

r 1
o®°
L |

$55 Bn

UPI txn value/month

G2P payment
$5 Bn in savings (conservative)

From 0 to 55 Bn in 4 years

@
300 mn

Micro-ATM txn/month

4
2.6 Bn

UPI txn/month

$2Bn Micro ATM
transaction value per month

Higher than all cards put together
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Laving digital foundation for National Digital Health Mission

GOVT & PRIVATE
D APPS & PLATFORMS

innovative solutions

<. ENGAGEMENT /
> P TRANSACTIONS LAYER
Unified, interoperable

£ DATA & PAYMENTS LAYER
£23 Streamlining registries,
health data, credentials,
open data, and payments

| JAM & INDIA STACK
£ Cross domain generic
building blocks

Diverse user experiences &

: CONSUMER APPS/PORTALS HEALTH PROVIDER APPS/PLATFORMS
* Co-WIN Arogya 3rd party HIMS/ Other

Portal/App Setu Apps o LIMS Platforms

UNIFIED TESTING /
VACCINATION SERVICES

UNIFIED HEALTH &
WELLNESS SERVICES

UNIFIED PHARMA
SERVICES INFRA

ELECTRONIC
REGISTRIES

PERSONAL HEALTH
RECORDS and OPEN DATA

ELECTRONIC CLAIMS
and PAYMENTS

Doctor/nurse registry
Facility registry
Drug registry

Prescription, Diagnostic reports E-claims
Vaccination credentials Ayushman Bharat
Open data, open models e-Vouchers

‘ INDIA STACK \
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Laving digital foundation for National Digital Health Mission

GOVT & PRIVATE : CONSUMER APPS/PORTALS . HEALTH PROVIDER APPS/PLATFORMS
Q. APPS & PLATFORMS ' -
Diverse user experiences & * Co-WIN Arogya 3rdparty & HIMS/ Other

innovative solutions Portal/App Setu Apps o LIMS Platforms

ﬁ ENGAGEMENT / UNIFIED PHARMA
=} TRANSACTIONS LAYER ‘ WELLNESS SERVICES \ SERVICES INFRA
Unified, interoperable
| DATA & PAYMENTS LAYER . RSONAL HEALTH ELECTRONIC CLAIMS
£aa Sueamlifie eSS S and OPEN DATA and PAYMENTS
health data, credentials, , o . . :
open data, and payments Doctor/nurse registry Prescription, Diagnostic reports E-claims

Facility registry Vaccination credentials Ayushman Bharat
Drug registry Open data, open models e-Vouchers

3 JAM & INDIA STACK

£33 Cross domain generic ‘ INDIA STACK \

building blocks




Co-WIN high level architecture

Application Service
Providers

W

UMANG

THE SPIRIT OF NEW INDIA

) Aarogya Setu
HyRfea | swgRfaa | wRa gRfaa

ﬁ DigiLocker

i

3rd Party Apps

)

3rd Party Apps
innovating on
top of Co-WIN
open APlIs

C -WIN
Portal / App

Registration &
Scheduling
Module

Registration

Vaccination
Facility
Module

Vaccination
Module

Vaccination

Certification
Module

16



Co-WIN design principles

e Open

e Inclusive

e Ecosystem driven
e Datadriven

e Phygital

e Secure
e Configurable

AAAAAA ARSI R T L]

e Privacy by design




Built on open
source and
open standards

REDSHIFT

AHL7ZFHIR

OHL7FHIR

PostgreSQL

18



Microservices
and API based

19



Massively
scalable

loudWalch Guard Duty  Config  Cloudvall  AWS.
Loggng  Throat  AssotMomt AudifTral 1AM
Detection =

Koy Mot
Service.

20



Cloud native
and highly
available

21



ecurity and
privacy by
design

Security standards

70%

Security score

Standard Passed

AWS Foundational Security Best Practices v1.0.0 29
CIS AWS Foundations Benchmark v1.2.0 32

PCIDSS v3.2.1

View all standards

Insights

New findings over time by provider

2020-11-25

Resources with the most failed security checks

arn:aws:ec2:ap-south-1:403171549694:instance/i-086f7a9454c¢15fcaa
ovid-prod-frontend
Score A arn:aws:lam::403171549694:user/ChalukyaMohanra]
57% arn:aws:lam::403171549694:user/abhinandan

arn:aws:lam::403171549694:user/ankitam

New findings over time by severity

0
2021-01-26 2020-11-25

Failed checks

0
2021-01-26

3
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Data driven
monitoring and
management

Service Response Time (p99)
Seconds
800

10:00 11:00 1200 13:00 14:00 15:00 16:00 17:00 18:00
@admn @auth @ registration @ session @ user @ frontend
@ frontend-1 @ frontend-2 @ frontend-3

Service Request/minute
No unit

10:00 11:00 1200 13:00 14:00 16:00 17:00 18:00

@admn @auth @ registration @ session @ user @ frontend-1
@ frontend-2 @ frontend-3 @ frontend-4

5XX Errors per minute
Count
45%

10:00 11:00 1200 13:00 1400 15:00 16:00 17:00 18:00
@admin @auth @ registration @ session @ user

Save dashboard

EKS - CPU Utilization
Percent
953

————. o —)
10:00 11:00 1200 1300 14:00 1500 16:00 17:00 18:00

@admin @auth @ registration @ session @ user @ frontend-app
@ frontend-homepage (@ aws-load-balancer-webhook-service

@ kube-dns @ keycloak-service @ registry @ vaccination-api

@ digilocker-support-api @ cert-manager @ frontend-admin

RDS - CPUUtilization, DatabaseConnections Q
Percent
i

10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

@ Replica-2 CPUUtilization @ Wiiter DatabaseConnections
Writer CPUUliization @ Replica-2 DatabaseConnections
@ Replica-1 CPUUtilization @ Replica-1 DatabaseConnections

WAF Blocked Requests/min
No unit

149k

1
10:00 11:00 12:00 13:00 1400 1500 16:00 17:00 18:00
@ IPCount_Outsideindia @ SQLiRuleSet @ AnonymouslpList
AmazonlpReputationList @ KnownBadinputsRuleSet
@ CommonRuleSet @ RateLimit-Count

EKS Services - No. of Running Pods
Count
131

e
1000 11:00 1200 1300 14:00 15:00 1600 1700 18:00
@:admin @auth @ registration @ session @ user @ frontend-app

@ frontend-homepage @ registry @ digliocker-support-apl

@ keycloak-service @ vaccination-api @ cert-manager-webhook

@ metrics-server @ kube-dns @ frontend-admin @ cert-manager

CPU Utilization and VM Count

874
10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

@ node_cpu_utiization @ cluster_node_count

Redshift
Various units

10:00 1100 1200 13:00 1400 1500 16:00 17:00 18:00
@ CPUULtiization @ ReadThroughput

1d 3d 1w custom

Redis Cluster
Various units
992

0 —m_ 13
1000 11:00 1200 1300 1400 1500 16:00 17:00 18:00
@ CacheitRate @ CPUUtiization @ ExceededBandwidthOutLimit
@ RepicationLag @ ExceededPPSLimit
@ NetworkBytesOut
@ ExceededBandwidthinLimit

DDB - Throttling
Count

1
1000 1100 1200 1300 1400 1500 1600 17:00
@ ReadThrottieEvents @ WriteThrottieEvents
@ ben_mobile_number-index ReadThrottleEvents.
neficlary_id-index OnlinelndexThrottieEvents
@ health_id-index OnlinelndexThrottieEvents

1
10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

@ beneficiary_reglstration_prod_v.
@ cowin-beneficlary-registration-.
@ cowin-beneficiary-tracker-prod...
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Ooud
Approach

public System,
Slow Innovation

Government
Applications

Departments/

Ministries

=
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Ooud Big Tech

Approach Approach
public System, Walled Garden,
Slow Innovation Winner takes all

Government
Applications

Platforms,
Appstores, 0S

Departments/

Ministries

Big Tech

=
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Ooud
Approach

public System,
Slow Innovation

Government
Applications

Departments/

Ministries

=

India
Approach

Addresses diversity
Ecosystem Friendly,
Layered Innovation

Reference solutions and
market driven
innovations to cater to
diversity

Interoperable DPIs

(open APIs/protocols,
enabling diverse
innovation)

Government /
Regulators

<

Big Tech
Approach

Walled Garden,
Winner takes all

Platforms,
Appstores, 0S

Big Tech

o2
e®
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DPGs and DPIs distribute the ability to solve!

CO-WIN

India’s latest
contribution to b
the world as a -~

Digital Public Good

27



Thank You

¥ @pramodkvarma
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Winning Over Covid



